The University of Kansas Medical Center (KUMC) has implemented secure messaging to
protect the privacy and confidentiality of sensitive information including protected health or
personal identity information that is contained in email messages and attachments sent over
the Internet.

Why do we use secure email?

Regular email sent over the Internet is easily intercepted or read by other individuals. Secure email is intended to address the need for
communicating protected health information (PHI) in a safe and secure manner and in compliance with the federal Health Insurance
Portability and Accountability Act of 1996 (HIPAA). HIPAA's Security regulations, which went into effect in 2005, stipulate that
electronic communications containing PHI must be transmitted in a manner that protects the confidentiality of patient information. The
KUMC secure email system meets these requirements by using encryption to protect email from being intercepted or read as it is
transmitted across the Internet.

What should | do if | receive a secure email from the University of Kansas Medical Center
(KUMC)?

When someone at KUMC sends you an encrypted email, you will receive an email indicating that you have received a secure,
encrypted email message. An example of the email is provided below:

This is a secure, encrypted message from the University of Kansas Medical Center,

MEDICAI

To view your secure message:
1. Open the attachment to this email

2. Follow the instructions
This message was sent using Proofpoint Secure Messaging.
Disclaimer: This emzil and any files transmitted with it are confidential and intended solely for the

use of the individ entity to whom they are addressed. If you have received this email in error

please notify the sender,

Copyright 2005-2007 Proofpoint Inc, Inc. &ll rights reserved

1. Click on the attachment to open it. The attachment will appear as follows:



MEDICAL
CENTER

The Usihversicy of Kansas

Read Your Secure Message [click Read Message below)

If you are a first time wser, you may need to take additienal steps.

This messzge was sent using Proofpoint Secure Messaging.

Disclaimer: This emzil 2nd any files transmitted with it are confidentizl 2nd intended saolely for the
use of the in dual or entity to whom they are addressed. If you have received this email in error
plzase notify the sendern

Copyright 2005-2007 Proofpoint Inc, Inc, All rights reserved

Click on the "Read Message" button.

If this is the first time you have received a secure email communication from a member of the KUMC community, you will be
prompted to create a profile (password). You must complete the one-time profile creation process before you can view the
secure email from KUMC.

The Profile Creation website for the KUMC secure email system will be displayed as shown below.



g |
MEDICALI @ Help
CENTER

The Uritversity of Kansas

Welcome, callahanx@hotmail.com, to the University of Kansas Medical Center’'s secure email
registration page.

Since you are a first time user, you need to take 3 short steps before you can read your secure message.

Create Your Secure Email ID:

Mame: Joe Smith
Email Address: joe@joesmith.com
Passwﬂrd: FEFREERREERRRERN
Verify Password: EERRRBERRR RN
Recovery Question: | Favorite person from history hd
Answer: Benjamin Franklin

Continue
We walue wyour right to privacy. We will never use your email
address to send you unsclicited mail, and we will never share it with

or sell it to a third party
Click the "Continue” button when yvou are finished to complete the
registration process.

Messaging security provided by Voltage SecureMail. Learn Maore

Email Security Powered by Voltage IBE™ Copyright 2005-2008 Proofpoint, Inc, All rights reserved,

Follow the instructions on the Profile Creation page to setup your password that you will use each time you want to view a
secure email that you have received from the University of Kansas Medical Center. For help with creating a secure
password, click here.

Select a "Recovery Question" and enter the correct answer. Should you forget your password and want to reset it, you must
answer this question correctly before you will be allowed to change your password.

When you are finished, click the "Continue" button to complete the one-time registration process.

The following screen will be displayed, indicating that your account has been created.


http://www2.kumc.edu/security/secure-email/se-recipient.html#PassphraseHelp#PassphraseHelp

MEDICAI R
CENTER

The Unbweriity of Kanas

Check Your Email

An email has been sent to your account with the subject:
Account Creation
To read your secure message:

1. Open the email.
2. Follow the link.

You may now close this window.

Messaging security provided by Voltage SecureMail. Learn More

Email Secority Powered by Voltage IBE™ Copyright 20

roofpoint, Inc. All rights reserved,

8. Return to your email mailbox. Within minutes, you will receive the following email from KUMC's secure email system
indicating that your account has been created. An example of the email is provided below.

Account Creation

From: noreply@kumc.edu

# vou may not know this sender. Mark as safe | Mark as unsafe
Sent: Wed 1/14/09 11:13 PM
To:  joe@joesmith.com

. i@ Help

.'\{1.[‘[_)]'1_ AL

CENTER

The Uriversity of Kanuas
Read Your Secure Message
To access your message, follow the link:
hitp s Sivoltage-pp-0000 kume edufes?
abm=3GG0Chx0HM aaBKyxEF Obrand=KUMC
For vour protection, this link will worle only once. Future access will
only require you to use your password.
Once you have clicked on the link, vou may delete this mes=zage.

Messaging security provided by Voltage SecureMail. Learn More
Email Security Powered by Voltage IBE™ 008 Proofpoint, Inc, All rights reserved,

9. Click on the web link. You will be prompted for your password as shown below.



ig Help

MEDICAI
KUV

Sign In to KUMC Secure Email.

Email Address: joe@@joesmith.com

Password: |

Forgot your password or need to change it?

Messaging security provided by Voltage SecureMail. Learn More

Email Security Powered by Voltage IBE™ Copyright 2005-2008 Proofpoint, Inc. All rights reserved,

10. Enter the passphrase that you created during the profile creation process. The secure email message will then be displayed
on your screen.
11. If you have forgotten your password or want to change it, click on the "Forgot your password or need to change it?" link on

this screen.
What should | use as my password?

Only you should know what you select as your password. There are no restrictions on the length or content of a password, but we
encourage you to follow these best practices:

¢ Use a combination of upper and lower case letters, numbers, and at least one special character ($.#@!% "*)

e Pick long passwords, at least 8 characters in length

e Use two numbers or symbols in the first eight characters

e Don'tuse a common dictionary word, a name, a string of numbers, or your login ID

e Use a different password from all your other passwords

e Protect your password from misuse - do not to let anyone else know or use your password and, if you must write it down,
keep it somewhere private such as in locked drawer

e Ifyou suspect that someone else may know your current password, change your password immediately

e Change your password periodically, even if it hasn't been compromised

e Don't type your password while anyone is watching

One of the easiest ways to create a password is to use the words from a book that you like, words from a song that you always
remember with ease, or a statement that some powerful figure made that you will NEVER forget. The key to a successful password is
to create one that is easy for you to remember, but no one else will ever think about attributing it to you.

Example passwords: (Do NOT use these as your own password!)

pass phrase: My Brother's Birthday Is april(4) Twenty Second Nineteen Sixty three(3)
password : mbbi4t$ns6



pass phrase: "Four score and seven years ago our fathers brought...”
password : 4scanse... (arrived at by choosing the 1st 2 letters from each word until a total of eight characters resulted).

pass phrase: "It was a dark and stormy night...".
password : iWadasn...

What if | forget my password?

You may change your password by clicking on one of the web links to access a secure email message and then select the link
provided at the bottom of the "You Have Secure Mail" screen. A new screen will display your existing clue, and allow you to change
either your clue, your passphrase or both. If you make changes, you will receive an email stating that your passphrase or clue has
been changed.

Please note that the new passphrase will allow you to view only those secure messages received after you changed the passphrase. If

you have forgotten your passphrase and need to view previous messages, you will need to contact the sender and have them send
the message to you again. For your protection, we are not able to retrieve your previous or current passphrases.

Can | change my passphrase?

Yes. Click on the "Forgot your password or need to change it?" link provided at the bottom of the "Sign In to Secure Email" page and
follow the instructions on changing your passphrase. For your protection, we are not able to retrieve your previous or current
passphrases.

How do | register to receive secure email from KUMC?

The secure email system at KUMC is a closed system, which means that you must be invited to register as a recipient by a member of
the KUMC community. Once a KUMC staff member sends you a secure email, you will receive a notification email with instructions on
how to create your profile. If you are a patient at KUMC, talk with your physician about communicating with them via secure email.

How can | send secure information to someone at KUMC?

You can send secure information to someone at KUMC by replying to one of the messages they have sent to you. Open the message
from the Received Items list and click on the “Reply” button. You will get a New Message form with the person’s e-mail address and
the subject already filled in. You can then substitute your message in the message area and attach one or more attachments.
Attachments are limited to a total size of 4 megabytes.

When you have finished composing your message press the “Send" button at the bottom of the form. Your reply message will be
forwarded securely through the MessageProtect system.

Can | change the subject line of the email when | reply?

No, you cannot change the subject line of the reply email.

Can | change the recipient or add a recipient to the email when | reply?
No, you cannot change the recipients of the email.

How long will messages remain on the system for me to access?

Messages remain in the Secure Message System for 30 days. If you need to access the message after it has been removed, contact
the sender to have the message sent to you again.



Can | print a copy of the secure email that | have received?

While there is no printing functionality built into the secure email system, there are other ways of printing the contents of the email. The
easiest is to use the print functionality built into your Internet browser. For example, click "File" and then "Print" within Internet Explorer
to print your message and/or attachments.

Should I retain the original e-mail notifications?

To access the secure message at a later time (within 30 days), you will need to save the notification e-mail in your normal e-mail
account. From there, you can click the web link to access the secure email message. Please note that each secure message is
protected with the passphrase you were using when you received it. If you change your passphrase during the 30 days and attempt to
access a previous secure message, you will need to enter your previous passphrase in order to view the message.

Who should | contact if | need assistance with KUMC secure email?
If you require assistance with registering your profile or viewing and replying to a secure email that you have received from KUMC,

contact Customer Support at 913-588-7995 or submit a help request ticket on the Customer Self-Service site.. Phone support hours
are Monday — Friday, 7 a.m. to 9 p.m


https://scsupport.kumc.edu/ess.do
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